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Abstract— the complexity of cryptanalytic attack is
increasing multi-fold and hence efficient systems
need to be developed to secure the computer
environment. Efficient cryptanalysis is of utmost
importance to understand and analyse the working
of a cryptographic system, which would further help
in developing more secure computer systems. This
paper presents how Object Oriented Analysis and
Design can be used to create an Artificial
Intelligence on Cryptanalysis. It includes three of
the important topics in the current times- Object
Oriented Analysis and Design, Computer Security,
and Artificial Intelligence. It shows how a Rational
Unified Process can be applied for creating an
intelligent system, which carries out cryptanalysis
for a simple single substitution cipher using the
UML model. This can be considered as a base for
creating more complex cryptanalytic attacks.
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1. INTRODUCTION

Cryptanalysis is the field of cryptography which deals
with deciphering the message without having the actual
key. Cryptanalysis is the method of “Breaking the
Cipher” i.e. finding vulnerability in the cipher which
can be exploited with a complexity less than brute force
[3]. Cryptanalysis is highly essential for evaluating the
level of security provided by the encryption technique.
Since the cryptanalysis technique may change with
each situation, it is highly essential to create an
intelligent system to cover all aspects of cryptanalysis,
in order to be able to rely on computer systems.

Software Development Life Cycle (SDLC) provides a
foundation of activities or steps which are followed by
software designers and developers for software
development. SDLC helps to create a basic structure,

organize, plan and regulate the process of
developing a software system.

SDLC consists of six phases – Requirement gathering
and analysis, Design, Implementation or coding,
Testing, Deployment and Maintenance [4].

Requirement gathering and analysis phase is very
crucial as it is the foundation of software design and
development. Software engineers conduct several
meetings with the stakeholders in order to understand
their requirements.
Analysis on target clients, range of inputs to the system,
desired outputs and cost of system are considered. After
these considerations the actual feasibility of the plan is
analysed. As an output of this phase a Requirement
Specification document is created which is a guide for
all future phases.

In the design phase the requirement specification
document is studied upon to come up with a software
design which meets all the software and hardware
requirements. The software design specification is then
forwarded to the next phase.

Software design specification is received by the team of
implementation and coding phase. The actual
implementation and coding based on the design is done
in this phase. The various tasks are modularised in
order to meet the target within the given time limit and
to achieve higher efficiency.

This phase is followed by testing which is one of the
most important steps. The code is tested against the
requirements to ensure that all requirements have been
achieved and the software is working as expected.
Several tests such as unit testing, integration testing,
system testing and acceptance testing are done.
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In the deployment phase the product is sold or
distributed to the customers. Installation of the product
and providing customer support is a part of this phase.
Continuous evaluation needs to be done during
deployment. Maintenance phase includes rectifying the
faults in the product and enhancing its features
according to the customer feedbacks.

This paper will highlight the design phase of SDLC.
Design phase is a process which consists of several
steps, wherein depictions of the framework of data and
program, properties of interface, and procedural
intricacies are generated from information requirements
collected in the earlier phase. Each
system contains of several components. The design
phase represents the structure of data and program
components that are required to develop a computer
system. It considers the architectural style that the
system will follow the characteristics and structures of
the components that constitute the system, and the
interactions and relationships between these
architectural components of the system [14].

There are types of SDLC methods which have been
developed and evolved through the years. Each of these
methods has its merits and demerits, and is appropriate
for a different type of project based on various factors
like its technical aspects, organization and team style
and dynamics, and other project considerations.

We will now discuss the various design models in detail
[20, 16].

Waterfall model is considered to be a traditional
method. In this model the project is divided into a
sequence of phases. Planning, budgeting, dates and
schedule, time management, implementing the system
accordingly is stressed upon greatly at every step. A lot
of documentation and formal reviews are constantly
conducted both by the client and the management team.
Approvals and reviews are generally done at the end of
a phase. Waterfall model is apt for developing less
complex applications where progress is measurable at
every step and resources are not wasted. Measurability,
debugging and reliability at every step lead to an
efficient functional system. Its main disadvantage is
that it is not iterative and it is not possible to carry out
modification once the implementation is done. Testing
is done at the final stage which makes making any sort
of modifications cumbersome. Projects where
requirements are clearly defined beforehand can be
developed using this method, so that minimal changes
are made at the time of testing. Real time and large
projects should turn to other models for
implementation.

Another model is Prototyping, which is implemented as
a supplementing development strategy with other
development models like spiral model and Rapid
Application Development (RAD). Project development
is iterative wherein at every step feedback is taken and
changes are made accordingly. Most of the prototypes
are designed for getting a basic idea of the project and
its requirements. A prototype can also evolve into a
working system. Periodic reviews from client and team
improves communication and hence development is
constructive. In contrast to waterfall model prototypes
can be tested at each step with the reviews received
from the clients. However, evolving prototype into an
actual model can lead to missing out on major features
of the working model. The client may confuse the
prototype to be an actual model where in reality it may
not be properly functional. Prototypes should be used in
processes where the client is not clear with the
requirements and can get a clear picture seeing the
prototype.

In Incremental Model all the steps of a waterfall model
are performed at every increment. Client feedback is
considered in short spans of time which leads to
positive communication between the software team and
the client. This leads to effective changes in the system
at every step. This design model leads to a more
accurate final implementation due to the continuous
review and testing of the system at each increment. It is
difficult to maintain proper coordination between
different modules of the project since some parts of the
project are completed before the others. Technical
requirements can also be neglected at some stages. This
project is highly effective for large projects as it can be
developed successfully through increments in spite of
fluctuating requirements.

In a Spiral Model the same set of steps are repeated at
each cycle for every component of the product. This is
done at every level of elaboration, from an overall
documentation of requirements to the actual
implementation of every detail of the product [2]. The
main aim of this model is to bring about changes in the
product easily as per the changing requirements. The
budget has to be flexible in order to implement this
model as changes have to be accommodated at every
round. Each trip around the spiral consists of four basic
tasks. These include determining objectives,
alternatives and constraints of the iteration, followed by
evaluation of available alternatives giving special
attention to the possibility of different kinds of risks.
After this the output of the iteration is developed and
verified. The last task involves planning of the next
iteration. Every cycle is started with an identification of
stakeholders and their requirements, and is ended with
review and feedback. Spiral Model is considered to be
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one of the best methods of development as takes into
consideration all the requirements as well as risks
involved at every step. Spiral model may take a longer
time for completion as compared to other models as the
spiral process is never ending and every activity is
implemented at every cycle.

In Rapid Application Development (RAD) the main
aim is to produce the results based upon the need of the
application, while technological perfection is of lesser
importance. The main emphasis is on the completion of
the product within the given span of time .The project
should be able to be modularized into sets of task so
that different teams can be allotted to complete different
modules within the given deadline. After the modules
are finished they are integrated together which results in
the final product. This makes the integration phase
highly important as coordination between different
modules can be a difficult task. Documentation for
analysis is vital as projects are built in a short span of
time and with minimal utilization of resources.
Reusability is stressed upon during the implementation
phase. This model may compromise on the system in
order to meet project deadlines and the system may also
lack measurability. A large number of dedicated
engineers are required in order to successfully complete
the product using this method.
Another important aspect of software development are
the architectural styles. Architectural Styles can be
defined as a detailed manner in which various
components are integrated together to form a system.
The following are the different types of architectural
styles –

Call and return architecture consists of Main Program
Architecture where the main program invokes various
other components and Remote Procedure Call
Architecture where the components of the main
program are present amongst other computers on a
network.
Another architectural style is Object Oriented
Architecture which emphasizes on encapsulation of
data and operation needed in components. Message
passing is used to communicate between the different
components. The key features of this architecture are
data abstraction, inheritance and polymorphism.
In a Layered Architecture a number of layers are
present, each with a specific predefined set of functions.
The outer layer components perform user interface
operations whereas the inner layers perform operating
system interfacing. The intermediate layers are usually
used to perform utility services.
A Service Oriented Architecture is an architectural
method and style that provides services to communicate
with users that need certain services across a network of
remote and distant domains of services and technology

Domain Driven Design (DDD) is used for developing
innovative domain models and domain systems using
various business codes and methods. The domain
specifications have to be followed to develop the
domain and domain logic. Another category of
architectural styles are 2-Tier and 3-Tier architectures.
The 2-tier architectures consist of two parts, the client
and the database. On the other hand 3-tier architectures
consist of three layers which are client, software or
protocol and database section. The client requests for
services, whereas the protocol processes the services
queried by the client. The database layer is the section
from where the result of processing is sent back to the
client. The Client and Server Architecture is one of the
most common forms of architecture.  The client sends a
query or request to the server, which processes the
request and sends back the result to the client. The
client is then used as an interface to display the content
sent by the server. This system is made efficient by
proper communication between the clients and servers.

Object Oriented Approach (OOA) has remained to be a
topic of discussion since the 1990’s. Seeing the positive
transformation it has brought in Software Development,
it can easily be said that it is here to stay [2]. Object
Oriented Approach has been incorporated in all fields
and at all levels. It provides a high level of abstraction
and focuses on the user’s view and real world
entities[18].
Hence, living in the era of OOA, its importance cannot
be ignored.  The power of OOA lies in combining the
principles of encapsulation, abstraction, hierarchy,
modularity, concurrency, typing, and persistence in a
way which enhances the process, as well as the result of
creating a software application. OOA concentrates on
achieving the desired output rather than the procedure
itself. OOA&D came into the limelight when the
importance of faster and cheaper delivery of software
increased. Reusability and extension are the key
characteristics which help in achieving this aim.
Therefore, OOA&D helps in decomposition of complex
problems into simpler independent modules. We have
shown detailed steps of developing the artificial
intelligence system for single substitution encryption in
an object-oriented approach, using Unified Modelling
Language (UML) for representations.
UML is considered to be one of the most powerful and
important notational modelling languages [15], which is
used to express the software development problems of
interactive systems visually or diagrammatically.  The
UML framework helps representing the system in an
object oriented manner. The system is usually divided
into two views – Static View and Dynamic View. UML
covers both these views with various types of diagrams.
Static View, which is the structural view of the system,
is described using objects, attributes of the objects,
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shown detailed steps of developing the artificial
intelligence system for single substitution encryption in
an object-oriented approach, using Unified Modelling
Language (UML) for representations.
UML is considered to be one of the most powerful and
important notational modelling languages [15], which is
used to express the software development problems of
interactive systems visually or diagrammatically.  The
UML framework helps representing the system in an
object oriented manner. The system is usually divided
into two views – Static View and Dynamic View. UML
covers both these views with various types of diagrams.
Static View, which is the structural view of the system,
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relationships between the objects and the operations
done on the objects. These characteristics are included
in the class diagrams and composite structure diagrams.
On the other hand, Dynamic View and Functional View
are considered to be the behavioural view of the system.
These views show the collaborations among objects and
the changes to the internal states of objects. This aspect
is covered using sequence diagrams, activity diagrams
and state machine diagrams [12]. UML leads to high
reliability, robustness and improved manageability.
The paper starts with the background knowledge on
cryptography, blackboard model, rational unified
process and UML, which is required to understand the
application being developed. This is followed by the
actual development of the application using the SDLC
phases mentioned in the start of this section. The
analysis and design phases of SDLC are stressed upon
to highlight the importance of UML in developing the
application. The paper also explains how UML helps
increase the reusability and extensibility of the
application. The paper ends by describing the scope of
using this approach to develop further applications in
the field of cryptography or other areas.

2. BACKROUND AND RELATED
WORK

A. Substitution Algorithm in Cryptography

Cryptography is the branch of science and modern
security which implements various methods through
which information between two communicating parties
is kept confidential and safe. The messages shared are
vulnerable to numerous attacks during transit; therefore
cryptography is finding its use in every field nowadays
where data and information is shared between any two
parties.
The most basic and simplest method of cryptography is
the mechanism of Substitution [6]. This was
traditionally a very common method for coding and
encoding of plaintext. It involves mapping of plaintext
alphabets to corresponding cipher text alphabets. The
plaintext alphabets are replaced by cipher text alphabets
according to a decided rule or regular system. It is done
in a way such that the third party who wants to attack or
analyse the transmission of data is not able to decipher
the original text. Examples of cryptographic algorithms
using substitution algorithms are Caesar Cipher, Hill
Cipher and Play fair Cipher.

B. Blackboard Model in Artificial Intelligence

Blackboard model is an architectural model used in
numerous applications including those of artificial

intelligence. It helps simplify complex problems by
modularizing the problem and dividing it into steps
controlled by predefined rules. The blackboard system
is divided into primarily in three parts- Blackboard,
Knowledge Sources and Controller.

The blackboard is a collection of data and assumptions.
Every new assumption contributed by the knowledge
sources are stored and maintained on the blackboard so
that all knowledge sources can analyse the data clearly
without assumptions and data contradicting each other.

Knowledge Sources are the information sources which
help in creating a range of assumptions. These
assumptions are then analysed to reach the final
solution.

The controller provides the control mechanism between
all the knowledge sources and the blackboard. It
maintains hypothesizing of assumptions and tests the
current states of these assumptions made by knowledge
sources.

C. Rational Unified Process (RUP)

The Rational Unified Process (RUP)[9] is an iterative
software development process framework. It
systematically assigns tasks and responsibilities within
a development organization. RUP was designed with
the main goal of ensuring high-quality production of the
software which focuses on the needs of its end-users,
without compromising on the schedule and budget [16].

The RUP team is not restricted to the software analysts
and developers, but is broadened to include the
customers, partners, as well as the consultant
organization. This helps in continuously evolving the
product or process according to the changing situations,
practices and requirements, thereby ensuring that the
end product is the optimum one. To increase team
productivity, RUP provides all the members of the team
an access to a common database of guidelines,
templates and tool mentors for the development
activities. Therefore all the members working for all the
phases of the software development have a common
language, process, and target, leading to higher synergy
of the team. RUP reduces the documentation as it
focuses on development and maintenance of models.
RUP and UML work simultaneously, as RUP assists in
understanding how UML can be used effectively. RUP
is a highly automated process which uses several tools
to achieve this aim. The Rational Unified Process is
supported by tools, which automate large parts of the
process. They are used to create and maintain the
various models of the software engineering process:
visual modelling, programming, testing, etc. They are
extremely important for maintaining the documentation
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related with change and configuration management
during each iteration. The Rational Unified Process can
be built into small development teams as well as large
development organizations due to its easy
configurability. The Unified Process is based can act as
a common fundamental unit for a large range of
processes due to its elementary and clear process
architecture. It can also be adjusted to different type of
situations and processes due to its scope of detailing. To
meet the needs of a particular organization a
development kit is usually provided to configure the
process accordingly. Therefore using the Unified
approach gives several key advantages.

D. Previous work on applications using UML

The first application is the use of UML Use Cases in
developing GUI Components. Use cases help in
determining the initial requirements of the system and
thus increase the ease of implementation.UML use case
model can be used in designing GUI components
through the use of use cases and activity diagrams
describing the use cases. Furthermore code fragments
can be generated based on these specifications which
can be considered as GUI prototypes. The use case
models help the designers to identify the requirements
of the system and to study its high level functionality.
In this paper a methodology for graphical user interface
design is presented using the UML use case model.
Given a use case diagram representing the actors and
use cases of a system, and a set of activity diagrams
describing each use case, the technique allows
generation of a prototype of each user interface together
with a set of GUI components. The technique handles
the generalization relationships on use cases, in such a
way that they are interpreted from the point of view of
the GUI design [8].

Another application is Automatic Source Code
Generation using UML. Code generation using UML
specifications concentrates on writing code constructs
in target programming language. UML specifications
contain calls to specific parameterized snippets leading
to templates while retaining semantic description of
model’s requirements. The main aim of developing a
code generator is the automatic generation of repetitive
parts while the programmer can concentrate on specific
code. It is helpful in enhancing the code quality and
decreasing code length [10].
Software Components Testing using UML is another
important application. Software component testability is
a key characteristic that enables improvising software’s
quality and stability in the long run. Classically UML
models are used for component design and
implementation but may not prove to be efficient for
model based testing [21].

An application of UML in Real Time Embedded
Systems has also been considered. In the present
scenario everything is directly or indirectly controlled
by technical systems and machines. These systems are
usually controlled by real time embedded systems.
Embedded systems automate work and hence make day
to day work easier and time saving. UML is very useful
in modelling the real-time embedded systems. The
graphical notation developed by UML can be used with
object-oriented systems. As a modelling language it is
used with embedded systems for developing numerous
applications [1]
UML finds its application in the implantation of
Relational Database as well. UML being a standard
language for designing models and developing object
oriented software applications can be extended to
convert the relational dependencies present in relational
database to UML constructs which are then
implemented to build a software design.[11]
UML Modelling can be used in the compression of files.
Compression is the technique of reducing the size of
data to a size which is effective in storing and apt for
representation. UML modelling can be applied to this
field of science too by successfully creating software
that can compress any size and any type of data [5].
UML Modelling of an API for Cloud Computing
application development can be done. The application
programming interface (API) is a major part of various
branches of cloud computing including storage and is
needed for efficient working of cloud services. UML
can be used for development such models of API for
cloud computing [7]. UML implementation
can be used in Pattern Specification Techniques. Design
patterns are used in software architecture and
engineering for resolving commonly occurring design
problems by using patterns that can be directly
implemented into machine code. UML can be applied
for designing and specifying these design patterns
effectively [17].

As we can see that UML has a wide range of
applications. We have also used UML for our
application as it provides a great mechanism for
visualization and documentation of software designs.
Another advantage of UML is that it is independent of
the programming language and can be implemented
across a variety of platforms. It also makes maintaining
and extending the software design easier. The static and
dynamic behaviour of the software can be captured
accurately using this approach.

3. REQUIREMENT GATHERING
PHASE
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The aim of this system is to devise a system that, given
a cipher text, transforms it to the original plaintext
using the Rational Unified approach. The purpose of
this system is to decipher the code with high efficiency
and ease. Improving technology and expanding
knowledge not only helps to create secure systems, but
also helps attackers to find new methods of breaking
into the system. It is also essential to intercept and
understand messages being sent from potential harmful
criminals to one another. Hence cryptanalytic systems
are of utmost importance.

We look at the overall view of a cryptography scenario
at first. This helps us understand where the application
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_h_s has _ee_ _oo_

If we observe the first word, we can see that it needs a
vowel between ‘h’ and ‘s’. See we have already
eliminated the options of ‘e’, ‘o’ and ‘a’, we are left
with ‘i’ and ‘u’. Assuming ‘d’ to be ’i’ we can see that
the most probable option of this word is to be ‘this’.

This leaves us with: This has _ee_ _oo_

There are a few four-letter words that have a double E,
which includes ‘seen’, ‘been’, ‘deer’ and ‘beer’.
Applying our basic knowledge on grammar, we can
realize that the third word should be a verb. So ‘been’ is
the best option according to the context. Similarly we
find that the other word can be ‘good’.

Thus we reach our solution: this has been good.

At different situations we had to reason out with
specific rules or general rules. We have to store all our
assumptions at one place and apply our knowledge on
these assumptions to lead to solutions. This problem
solving technique we have followed is called
blackboard model. Here is a list of all the knowledge
sources that will be required to reach our solution.

Consonants: Non vowels

Vowels: a, e, i, o, u

Common first letters: t, o, a, w, b, c, etc.

Common second letters: h, o, e, I , a, u, etc.

Common last letters: e, s, t, d

Common digraphs: th, he, an, in, er, on, re, ed, nd, ha,
at, ti, to, etc.

Common prefixes: non, en, de, re, anti, etc.

Common suffixes: ing, es, ed, able, en, ful, ity, ous, etc

Double letter occurrence: ss, ee, oo, tt, ll

Common two-letter words: of, to, in, it, is, be, as, at, so,
etc.

Common three-letter words: the, and, for, are, but, not,
you, all, any, can, had, etc

Common four-letter words: that, with, have, this, will,
your, from, they, know, etc.

Frequency of letters: According to statistical analysis
of English language (e.g. E - 12.51%, T - 9.25%)

Legal strings: qu

Illegal strings: zg

Sentence structure: Meanings of noun, verb phrases and
grammar rules

Word structure: The location of vowels and the
common structure of nouns, verbs, adjectives, adverbs,
articles, conjunctives, etc.

Solved: If the solution is reached, or if it is not possible
to reach the solution after all possibilities have been
tried

To implement these knowledge sources using object
oriented approach, we will consider each of them as a
separate class in our system’s architecture.

5. DESIGN PHASE

Keeping in mind the blackboard approach which
consists of a blackboard, knowledge sources and
controller, we will now design the system.

A. Blackboard Framework

As mentioned above, each of the knowledge sources
listed are used as separate classes. Apart from that, we
will use the following classes to implement our design
of the blackboard architecture:

CipherText: The complete encoded document
Word: Word within a cryptogram
CipherCharacter: Character within a word

As we can see these classes help provide different
levels of abstractions of the knowledge sources.Another
set of classes which help store the common information
derived from the knowledge sources are:

Premise: Presumption made using Knowledge Sources
Predication: Definite solution derived from an
assumption Declaration: Affirming cipher alphabets
RelativeKS: Stores the Knowledge Source used to
extract the Cipher Letter
Mappings: Maps the plaintext character to the
corresponding ciphertext character

Let us see the class diagram followed by its
explanation.

Since the classes CipherText, Word, CipherCharacter,
Premise and Mappings have a common functionality of
being placed on the blackboard, we have created a
superclass for these classes called as the
BlackboardObject. We also define the operations
register() and resign() in this class which will be used to
add and remove the objects from the blackboard.
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Fig 3 Class Diagram for Relation Class and Knowledge Sources

The Cipher Text, Words and Cipher Characters have
specific Knowledge Sources that depend on it and it is
important to store this dependency as Knowledge
Sources have to make decisions based on these objects.
Therefore to create a reference between the cipher text,
words, and cipher characters, we have created a class
called RelatedKS. The functions added in this class are
add and remove, to add or remove a reference to the
knowledge source, notify to broadcast a function of
each dependent, and numberOfRelations.

Let us understand how the Rational Unified Process has
helped us till now. Cipher Character is a blackboard
object as well as a dependent; therefore we combine
these two abstractions to reach the desired behaviour
using mixin classes which increases the reusability in
our system.
As we know that instances of CipherCharacters and
Mappings may have assumptions made about them (e.g.
we may assume A depicts C, but by towards the end of
the solution we find out that A actually depicts G).
Therefore we have included a class Declaration, which
maintains the premises and predications about the
associated object. The common functions of cipher
characters and mappings that are included in
Declaration are make, retract to make or retract a
statement, plaintext and ciphertext to return the
corresponding plaintext equivalent to a ciphertext or
vice versa.

Premise holds the temporary mappings between a
ciphertext and its corresponding plaintext, whereas
Predication holds the permanent mappings. Both these
classes are managed by Declaration class. The Premise
class contains objects target - the blackboard object
about which assumption was made, creator – the
knowledge source that created the assumption, reason-
the reason why the assumption was made,
plainCharacter – the plaintext about which assumption

is made, cipherCharacter – the assumed value of
plaintext character. This class can be easily understood.
A particular knowledge source makes and assumption
about a plaintext to ciphertext mapping based on a
certain reason. The target is stored to adhere to the
problem of backtracking i.e. reversing an assumption.

We have understood the relation between the
knowledge sources, blackboard objects and
assumptions. We will now understand how the
blackboard objects are designed with the help of the
following class diagram.

Fig 4. Blackboard Class Diagram

Our blackboard objects include – CipherText, Word
and CipherCharacter.

Let us consider CipherText. CipherText is processed as
one sentence at a time, so it can be understood to be a
sentence. It is a blackboard object as well as a relation
to the knowledge sources. It comprises of a list of
words, therefore we can define the class to be:
class CipherText : public BlackboardObject, virtual
public RelationKS
{

…
List<Word*> words;

}
CipherText inherits the all the functions from the
BlackboardObject and RelationKS. Apart from these
we include the functions value – return the current
value of the sentence, and isFinalSolution which returns
true if all the words in the sentence have been
predicated.  At the start of the processing, value
contains the original string of the cryptogram. As and
when the cipher text is decoded, value holds the partial
solution. Once isFinalSolution evaluates to true, value
retrieves the plaintext solution.
Word is similar to CipherText class and inherits both
BlackboardObject and RelationKS. Word consists of a
sequence of characters. To allow the knowledge sources
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to manipulate words, we include a reference from a
word to its sentence, as well as to the previous and next
word in the sentence. Therefore Word can be defined as:
class Word : public BlackboardObject, virtual public
RelationKS
{

…
CipherText& sentence() const;
Word* previous() const;
Word* next() const;
List<CipherCharacter*> characters;

};
Word also contains the functions value- returns current
value of the word and isFinalSolution- returns true if
there is a predication for each character in the word.

We now get to CipherCharacter whose instance is a
kind of Blackboard object and a relation to knowledge
source. Apart from its inherited behaviours, it also
contains cipher character object value (e.g. ciphertext
character M) together with collection of premises and
predications pertaining to its corresponding plaintext
character. We use the class Declaration to gather these
statements.

class CipherCharacter : public BlackboardObject,
virtual public RelationKS
{

…
char value() const;
int isFinalSolution() const;
char charactesr;
Declaration declarations;

};
The declarations object is a collection of all the
premises and predications which the CipherCharacter
has to access. It is important to for these premises and
predications to be ordered according to their time of
creation. The current premise or predication is indicated
by the most recent statement. We need to keep a record
of all the premises to allow the knowledge sources to
make their decision based on previous premises. It also
helps in backtracking. Therefore we have added
mostRecent and statementNo to the Declaration class.
mostRecent, as the name suggests, returns the most
recent premise, where as statementNo returns the
statement at nth point.
Now we consider the class Mappings. It stores the
ciphertext and plaintext alphabets along with the
mappings between them. Knowledge sources use this
information to make further premises, as it removes the
possibilities for those whose predication has already
been done. The Mappings class can be defined as
follows:

class Mappings : public BlackboardObject

{ …
char plaintext(char) const;

char ciphertext(char) const;
int isBound(char) const;

};

We now define the class Blackboard which has the
function of gathering the instances of class
BlackboardObject and its subclasses. Since Blackboard
is a type of collection we inherit the class
DynamicCollection.

Class Blackboard: public DynamicCollection
<BlackboardObject*>
Blackboard contains functions add to add objects,
remove to remove objects, refresh to reset the
blackboard, assertProblem to place initial problem on
blackboard, connect to attach knowledge source to the
blackboard, isFinalSolution which returns true if
ciphertext is solved and getSolution to return solved
plaintext.

B. Designing the knowledge sources

We have already mentioned knowledge sources which
we are implementing as a separate class each. To
increase the level of abstraction we will try to group
these classes according to some common characteristic.
When we observe our knowledge sources we will
observe that some knowledge sources function on entire
sentences, some on entire words, some on strings of
characters and some on individual characters. Therefore
we create the following classes:
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class StringKnowledgeSource: public
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class CharacterKnowledgeSource: public
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includes:
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class CommonPrefixes, class CommonSuffixes, class
CommonDigraphs, class DoubleLetterOccurence,
classCommonFourLetterWords, class LegalStrings,
class IllegalStrings

Subclasses of the abstract class
CharacterKnowledgeSources includes:
class Consonants, class Vowels, class
CommonFirstLetters, class CommonSecondLetters,
class CommonLastLetters, class FrequencyOfLetters

Two functions common to all these classes are reset
which restarts the knowledge source, and evaluate
which evaluates the state of the blackboard. Let us
consider the activities of a knowledge source. It may
either make a premise, or discover a contradiction
between the premises made already and retract the
faulty premise, make a predication for a cipher or
intimate the controller about a new contribution. These
functionalities are common to all knowledge sources;
hence we include this in a class called Generator.
The class Generator generates new rules based on a
given set of rules by evaluating them, or proves some
hypothesis based on the evaluation. Each knowledge
source generates its rule, which is evaluated by the
generator. Hence we will define and store certain rules
based on our knowledge of the language. For example,
if a word ends in I _ _. The possible characters are
‘ING’ or ‘IES’ or ‘IED’.
We can see that a Knowledge Source requires an
association with the generator, blackboard objects, and
controller. Therefore we define the class as:
Class KnowledgeSource: public Generator, public
RelationKS
{

KnowledgeSource(Blackboard*,Controller*);
void reset();
void evaluate();
Blackboard *blackboard;
Controller *controller;
Premise pastPremises;

};
pastPremises helps store all the assumptions and
assertions that have been made. The Blackboard helps
access the BlackboardObject instances.
The above explanations can be understood using the
following sequence and class diagram.

Fig 5.Sequence Diagram for Evaluation of Knowledge Sources

Fig 6.Class Diagram for Knowledge Sources

C. Designing the controller

The interaction between the controller and knowledge
sources is very important. When a knowledge source
has a valid contribution to make towards solving the
problem it intimates the controller. Similarly when a
knowledge source decides that its earlier hint is invalid,
it removes the hint. When all knowledge sources have
given their contributions, the controller decides which
is the most appropriate hint and activates the knowledge
source by invoking the evaluate function.
The controller follows some rules to decide which
knowledge source to select. Predications are given
higher priority than premises and the pattern matching
knowledge sources provides higher priority hints than
sentence-structure knowledge sources.
Therefore the controller controls the actions of the
knowledge sources on the blackboard to reach to the
final solution. The controller stores all the hints in the
order of priority which helps it to activate the
appropriate knowledge source. The controller consists
of functions such as reset to restart the controller,
addHint to add the knowledge source hint, removeHint
to remove a knowledge source hint, nextHint to
evaluate next highest priority hint, isFinalSolution
which returns true is final solution has been reached,
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isSolvable which return false when the knowledge
sources are stuck, and connect to attach the controller to
the knowledge source.

class Conroller
{

void reset();
void connect(KnowledgeSource&);
void addHint(KnowledgeSource&);
void removeHint(KnowledgeSource&);
void  nextHint();
int isFinalSolution();
int isSolvable();

};

Let us highlight the functioning of the controller with
the help of the following activity diagram.

Fig 7.Activity Diagram for Controller

The dynamic behaviour of the system can be clearly
understood by this diagram. The application is initially
in its initializing state where it invokes the connect
function to go to the next state. Here the ciphertext is
processed and an initial strategy is developed. The
knowledge sources then input their hints based on their
analysis. When all the knowledge sources are processed,
the controller selects the appropriate knowledge source
and updates the blackboard. If the knowledge sources
are not able to give a valid hint then the system might
get stuck and gives an error as further processing is not
possible. The system will be aborted if this condition is
reached. After updating the blackboard further
processing can be continued by creating new strategies
until the solution is reached. There is also a possibility
of backtracking if a mistake has been created in an
intermediate step. The system is terminated once the
solution is reached.

6. EVOLUTION AND MAINTENANCE
Our design can easily incorporate languages other than
English by adding the rules and knowledge sources
accordingly. The character set can easily be changed by
modifying a few classes. Hence the system is highly
reusable.
To incorporate other cryptography algorithms, like
transposition, would not require a change in the entire
system and a modification in the knowledge sources
will suffice.
The system can also include a mechanism to avoid
getting stuck by storing the paths and hints which led
the system to reach the error state. A separate class can
be created to include such error conditions and the
system can avoid following the same path for future
problems.

7. CONCLUSION

We have seen how UML has been used to develop our
cryptanalytic system. UML has reduced the complexity
involved in the development process. We have already
mentioned how the system can be maintained and how
easily the features can be added to it. This
cryptographic system is based on single substitution
algorithm, which can be extended for more complex
algorithms such as transposition algorithm, DES, AES,
etc. We can conclude that the Rational Unified Process
and UML technique are essential in easily and
successfully implementing the object oriented approach
and should be used more widely.
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